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Introduction

SA2 sent an LS in S2-070606 (C1-070083) to C1 that reads:

SA2 has considered the backwards compatibility aspects associated with the four solutions listed in the original LS and is aware of the behaviour issues with respect to pre-release 7 networks. It is agreed that pre-release 7 SGSN do not support “emergency attach” and that in the case of UE having UICC, in principle there is no need to identify that the GPRS Attach is for such a purpose. SA2 however, has decided to have all UE’s (including those having a UICC) use the emergency access method before the IMS emergency registration or before the IMS emergency call (in the cases the UE does not perform any prior IMS registration). In this way the UE can quickly get to know whether the SGSN supports IMS emergency services or not.

Therefore, before UE starts either emergency registration with IMS or starts setting up the IMS emergency call (em-call), obviously UE needs to be attached to the access network (PS domain). 

This paper focuses only on the network access phase of the em-call setup. UE may be in the following states before the UE user decides to make the em-call:

1. UE is being powered on, not attached to the SGSN.

2. UE is in the Limited-Service state (UE with or without UICC).

3. UE is attached to the SGSN and is in PMM_IDLE state.

4. UE is attached to the SGSN and has a general purpose PDP context active (PMM-CONNECTED state).

5. UE is attached to the SGSN and has a signalling PDP context for IMS services active (PMM-CONNECTED state).

When UE is in the above defined states 4 – 5, UE is attached to the SGSN and is in PMM-CONNECTED state. Therefore these are out of the given paper’s scope. Therefore, the paper addresses states 1 and 2 and discusses the requirements for emergency procedure for the network access (em-access).

For the state 1, it seems to be UE implementation matter, if the user is allowed to start em-access before UE completes the ordinary GPRS Attach. If the UE implementation provides such feature, than it would be possible to define a generic em-access procedure for both states. Moreover, such a procedure could be reused for UICC-less terminals as well.

Discussion

For the case when the SGSN does not support em-call, the LS from SA2 points out the importance of communicating that to UE. The reason is that when UE learns that the SGSN does not support the em-call, the UE may try to find another SGSN that may support em-call. Otherwise, UE may assume that the SGSN supports em-call and will try to perform IMS emergency registration or setup the IMS emergency call. These will take precious time and most importantly will fail. Obviously, in emergency situation every second counts and therefore the SGSN should notify UE that it does not support em-call ASAP.

The question is how to achieve such a goal? We need to find such a procedure that the existing SGSN, which does not support em-call will explicitly reject UE’s request for em-access. That is, it is not good enough if SGSN silently discards the request. Rather, SGSN should send explicit reject message back to UE.

Hence, defining a new em-access procedure between UE and SGSN will not fulfil the above requirement, because some legacy SGSN will silently discard a message of unknown type. Therefore, we need to find a solution with existing UE – SGSN procedures and modify it in the way that the legacy SGSN will reject the em-access request from UE.

The following procedures should be considered:

1. GPRS Attach procedure

2. RAU procedure

3. Service Request procedure

As possible solutions for either of the above procedures the following mechanisms should be studied:

a)
UE sends existing mandatory IE with a new value which is considered as 'reserved' by a legacy SGSN.

b) 
UE sends a new optional UE which is encoded as "comprehension required".
According to 24.008, section 8.5, when a legacy SGSN receives an unknown IE encoded as "comprehension required", it may "try to treat the message (the exact further actions are implementation dependent)". Therefore, also mechanism b) is not a safe way to trigger the sending of a reject message by the legacy SGSN.
GPRS Attach procedure

Table 1.5.135b below illustrates that defining a new Attach Type value (e.g. 1 0 0) for Emergency Attach will not fulfil the requirement, because legacy SGSN will interpret such a value as GPRS Attach. 

Table 10.5.135b/3GPP TS 24.008: Attach type information element

	Type of attach (octet 1, bit 1 to 3)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	GPRS attach

	0
	1
	0
	
	Not used. This value was allocated in earlier versions of the protocol (Note1)

	0
	1
	1
	
	Combined GPRS/IMSI attach

	

	All other values are interpreted as GPRS attach in this version of the protocol.

	

	Follow-on request (octet 1, bit 4)

	Bits

	4
	
	
	
	

	0
	
	
	
	No follow-on request pending

	1
	
	
	
	Follow-on request pending

	Follow-on request pending is applicable only in Iu mode.

	

	NOTE 1: 
The code point “010” if received by the network, it shall be interpreted as "Combined GPRS/IMSI attach".


RAU procedure

Table 1.5.150 below illustrates that defining a new Update Type value (e.g. 1 0 0) for Emergency RAU will fulfil the requirement, because it is a reserved value.

Table 10.5.150/3GPP TS 24.008: Update type information element

	Update type value (octet 1, bit 1 to 3)

	

	Bits

	

	3
	2
	1
	
	

	0
	0
	0
	
	RA updating

	0
	0
	1
	
	combined RA/LA updating

	0
	1
	0
	
	combined RA/LA updating with IMSI attach

	0
	1
	1
	
	Periodic updating

	

	All other values are reserved.

	

	Follow-on request (octet 1, bit 4)

	Bit

	

	4
	
	
	
	

	0
	
	
	
	No follow-on request pending

	1
	
	
	
	Follow-on request pending

	

	Follow-on request pending is applicable only in Iu mode.

	


Service Request procedure

Table 1.5.153a below illustrates that defining a new Service Type value (e.g. 1 0 1) for Emergency RAU will fulfil the requirement, because it is a reserved value. 

Table 10.5.153a/3GPP TS 24.008: Service type information element

	

	Service type value    (octet 1)

	

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	Signalling

	0
	0
	1
	
	Data

	0
	1
	0
	
	Paging Response

	0
	1
	1
	
	MBMS Multicast Service Reception 

	1
	0
	0
	
	MBMS Broadcast Service Reception

	

	All other values are reserved.

	


Proposal

Reusing Service Request procedure for em-access however would change the meaning of this procedure. More importantly, Service Request is not specified for A/Gb mode, i.e. by a legacy 2G SGSN it will probably be considered as a "non-existent or not implemented" message type.
Therefore it is proposed to consider the modified RAU procedure as a preferred generic em-access procedure.

If C1 reaches agreement on this matter, it is proposed to communicate the decision to S2 by sending an LS.

The following proposed changes illustrate possible implication on 3GPP TS 24.008. Some relevant quotes from 24.008 (message and IE definitions) are enclosed at the end of the proposed changes. We would like to highlight, however, that with the following text it is not intended to provide a complete CR, but rather to describe the proposal in more detail. Some of the UICC-less cases and the security matters for UICC-less cases would need further study. Some of these are highlighted in the editor’s notes below.
The main goal this paper is to point out that it is feasible for C1 to make the em-access method selection in order to facilitate the em-call related stage 2 work progress in S2.
***    First modification. New subclause 4.7.15   ****
4.7.14 Void
4.7.15
Emergency access procedure

The purpose of the emergency access procedure is to provide the MS with signalling bearer, which is necessary for initiating the IMS emengency call setup. The emergency access procedure is used in the following cases:
-
when the MS is in the limited service state;
-
when the MS is powered, not attached for GPRS services;

-
when an MS is without a SIM/USIM and no other GMM connections can exist.
With a successful emergency access procedure a GMM context is established.

For the establishment of a GMM connection for an IMS emergency call the decision on whether or not to apply the security procedures shall be made by the network as defined in the sub-clause "Emergency Call Handling" in 3GPP TS 33.102 [5a].
NOTE: 
For an emergency call without SIM/USIM the MS cannot perform the GPRS security procedures. 
Editore’s note:
SA3 expert opinion is necessary.
4.7.15.1
Emergency access procedure for IMS emergency call setup

The emergency access procedure is a GMM procedure used by GPRS MSs to attach for GPRS services for setting up an IMS emergency call. The emergency access procedure uses routing area updating procedure for this purpose.

The MS shall indicate the update type "emergency access".
4.7.15.1.1
Emergency access procedure initiation
In state GMM-DEREGISTERED LIMITED-SERVICE, the MS initiates the emergency access procedure by sending an ROUTING AREA UPDATE REQUEST message to the network, starts timer T3330 and enters state GMM-REGISTERED-INITIATED. 
The SIM/USIM-less MS shall indicate to the network:

- by the GPRS ciphering key sequence number information element that no key is available;
- by the old routing area identification information element that no RAI is available by setting the value of the octets 2-7 to 0.
Furthermore, the SIM/USIM-less MS shall include the IMEI in the Mobile Identity information element.
Editor’s note:
Currently the Mobile Identity information element contains the P-TMSI.

Editor’s note:
No identity is available (e.g. laptop supporting Iu or A/Gb mode) opens up a security threat. SA3 expert opinion is necessary.

4.7.15.1.2
Emergency access accepted by the network

If the emergency access request is accepted by the network, it shall send a ROUTING AREA UPDATE ACCEPT message to the MS. 

4.7.15.1.3
Emergency access not accepted by the network

If the emergency access request cannot be accepted by the network, it shall send a ROUTING AREA UPDATE REJECT message to the MS. The MS receiving the ROUTING AREA UPDATE REJECT message, stops timer T3330.
***    Next modification   ****

10.5.5.18
Update type 

The purpose of the update type information element is to specify the area the updating procedure is associated with.

The update type is a type 1 information element.

The update type information element is coded as shown in figure 10.5.132/3GPP TS 24.008 and table 10.5.150/3GPP TS 24.008.
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Figure 10.5.132/3GPP TS 24.008: Update type information element

Table 10.5.150/3GPP TS 24.008: Update type information element

	Update type value (octet 1, bit 1 to 3)

	

	Bits

	

	3
	2
	1
	
	

	0
	0
	0
	
	RA updating

	0
	0
	1
	
	combined RA/LA updating

	0
	1
	0
	
	combined RA/LA updating with IMSI attach

	0
	1
	1
	
	Periodic updating

	1
	0
	0
	
	Emergency access (access request for the IMS emergency call setup)

	

	All other values are reserved.

	

	Follow-on request (octet 1, bit 4)

	Bit

	

	4
	
	
	
	

	0
	
	
	
	No follow-on request pending

	1
	
	
	
	Follow-on request pending

	

	Follow-on request pending is applicable only in Iu mode.

	


***    Background information   ****

9.4.14
Routing area update request

This message is sent by the MS to the network either to request an update of its location file or to request an IMSI attach for non-GPRS services. See table 9.4.14/3GPP TS 24.008.

Message type:
ROUTING AREA UPDATE REQUEST

Significance:

dual

Direction:


MS to network

Table 9.4.14/3GPP TS 24.008: ROUTING AREA UPDATE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Routing area update request message identity
	Message type

10.4
	M
	V
	1

	
	Update type
	Update type

10.5.5.18
	M
	V
	1/2

	
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	M
	V
	1/2

	
	Old routing area identification
	Routing area identification

10.5.5.15
	M
	V
	6

	
	MS Radio Access capability
	MS Radio Access capability

10.5.5.12a
	M
	LV
	6 - 52

	19
	Old P-TMSI signature
	P-TMSI signature

10.5.5.8
	O
	TV
	4

	17
	Requested READY timer value
	GPRS Timer

10.5.7.3
	O
	TV
	2

	27
	DRX parameter
	DRX parameter

10.5.5.6
	O
	TV
	3

	9-
	TMSI status
	TMSI status

10.5.5.4
	O
	TV
	1

	18
	P-TMSI
	Mobile identity

10.5.1.4
	O
	TLV
	7

	31
	MS network capability
	MS network capability

10.5.5.12
	O
	TLV
	4-10

	32
	PDP context status
	PDP context status

10.5.7.1
	O
	TLV
	4

	33
	PS LCS Capability
	PS LCS Capability

10.5.5.22
	O
	TLV
	3

	35
	MBMS context status
	MBMS context status

10.5.7.6
	O
	TLV
	2 - 18


9.4.14.1
Old P-TMSI signature

This IE is included by the MS if it was received from the network in an ATTACH ACCEPT or ROUTING AREA UPDATE ACCEPT message.

9.4.14.2
Requested READY timer value

This IE may be included if the MS wants to indicate a preferred value for the READY timer.

9.4.14.3
DRX parameter

This IE shall be included if the MS changes the access network from GSM to UMTS, or the MS wants to indicate new DRX parameters to the network.

9.4.14.4
TMSI status

This IE shall be included if the MS performs a combined routing area update and no valid TMSI is available.

9.4.14.5
P-TMSI (UMTS only)

This IE shall be included by the MS.
9.4.14.6
MS network capability

This IE shall be included by the MS to indicate it’s capabilities to the network.

9.4.14.7
PDP context status

This IE shall be included by the MS.

9.4.14.8
PS LCS Capability
This IE shall be included if the MS supports at least one positioning method for the provision of location services (LCS) via the PS domain in Gb-mode.

9.4.14.9
MBMS context status

This IE shall be included by the MS, if it has MBMS contexts with an SM state different from PDP-INACTIVE.
* * * 

10.5.1.2
Ciphering Key Sequence Number

In a GSM authentication challenge, the purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key Kc which is stored in the mobile station without invoking the authentication procedure. 

The ciphering key sequence number is allocated by the network and sent with the AUTHENTICATION REQUEST message to the mobile station where it is stored together with the calculated ciphering key Kc.

The Ciphering Key Sequence Number information element is coded as shown in figure 10.5.2/3GPP TS 24.008 and table 10.5.2/3GPP TS 24.008.

In a UMTS authentication challenge, the purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key CK and integrity key IK which are stored in the MS without invoking the authentication procedure. CK and IK form a Key Set Identifier (KSI) (see 3GPP TS 33.102 [5a]) which is encoded the same as the CKSN and is therefore included in the CKSN field.

The ciphering key sequence number is a type 1 information element.
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Figure 10.5.2/3GPP TS 24.008 Ciphering Key Sequence Number information element

Table 10.5.2/3GPP TS 24.008: Ciphering Key Sequence Number information element

	Key sequence (octet 1)

Bits

	3
	2
	1
	

	
	
	
	

	0
	0
	0
	

	through
	Possible values for the ciphering key

	1
	1
	0
	sequence number

	
	
	
	

	1
	1
	1
	No key is available (MS to network);

	
	
	
	Reserved (network to MS)


* * * 

10.5.1.4
Mobile Identity

The purpose of the Mobile Identity information element is to provide either the international mobile subscriber identity, IMSI, the temporary mobile subscriber identity, TMSI/P-TMSI, the international mobile equipment identity, IMEI, the international mobile equipment identity together with the software version number, IMEISV, or the temporary mobile group identity (TMGI), associated with the optional MBMS Session Identity.

The IMSI shall not exceed 15 digits, the TMSI/P-TMSI is 4 octets long, and the IMEI is composed of 15 digits, the IMEISV is 16 digits (see 3GPP TS 23.003 [10]). The TMGI is at maximum 6 octets long and is defined in subclause 10.5.6.13. The MBMS Session Identity, if included, is 1 octet long (see 3GPP TS 48.018 [86]).

For packet paging the network shall select the mobile identity type with the following priority:

1-
P-TMSI: The P-TMSI shall be used if it is available.

2-
IMSI: The IMSI shall be used in cases where no P-TMSI is available.

For MBMS (pre-)notification (see 3GPP TS 44.018 [84] and 3GPP TS 44.060 [76]) the network shall select the mobile identity type "TMGI and optional MBMS Session Identity".

NOTE 1:
The type of identity "TMGI and optional MBMS Session Identity" is only used by the MBMS (pre‑)notification procedure in of A/Gb mode.

For all other transactions except emergency call establishment, emergency call re-establishment, mobile terminated call establishment, the identification procedure, the GMM identification procedure, the GMM authentication and ciphering procedure and the ciphering mode setting procedure, the mobile station and the network shall select the mobile identity type with the following priority:

1-
TMSI: The TMSI shall be used if it is available.

2-
IMSI: The IMSI shall be used in cases where no TMSI is available.

For mobile terminated call establishment the mobile station shall select the same mobile identity type as received from the network in the PAGING REQUEST message.

For emergency call establishment and re-establishment the mobile station shall select the mobile identity type with the following priority:

1-
TMSI: The TMSI shall be used if it is available and if the location update status is UPDATED, and the stored LAI is equal to the one received on the BCCH from the current serving cell.

2-
IMSI: The IMSI shall be used in cases where no TMSI is available or TMSI is available but either the update status is different from UPDATED, or the stored LAI is different from the one received on the BCCH from the current serving cell.

3-
IMEI: The IMEI shall be used in cases where no SIM/USIM is available or the SIM/USIM is considered as not valid by the mobile station or no IMSI or TMSI is available.

In the identification procedure and in the GMM identification procedure the mobile station shall select the mobile identity type which was requested by the network, if available. If the requested identity is not available, then the mobile station shall indicate the identity type "No Identity".

In the ciphering mode setting procedure and in the GMM authentication and ciphering procedure the mobile shall select the IMEISV.

The Mobile Identity information element is coded as shown in figure 10.5.4/3GPP TS 24.008 and table 10.5.4/3GPP TS 24.008.

The Mobile Identity is a type 4 information element with a minimum length of 3 octet and 11 octets length maximal. Further restriction on the length may be applied, e.g. number plans.

	8
	7
	6
	5
	4
	3
	2
	1
	

	
	Mobile Identity IEI
	octet 1

	Length of mobile identity contents
	octet 2

	Identity digit 1


	odd/

even

indic
	Type of identity


	octet 3

	Identity digit p+1
	Identity digit p
	octet 4*


Table 10.5.4/3GPP TS 24.008: Mobile Identity information element

	Type of identity (octet 3)

Bits

	3
	2
	1
	

	0
	0
	1
	IMSI

	0
	1
	0
	IMEI

	0
	1
	1
	IMEISV

	1
	0
	0
	TMSI/P-TMSI

	1
	0
	1
	TMGI and optional MBMS Session Identity

	0
	0
	0
	No Identity (note 1)

	All other values are reserved.

	

	Odd/even indication (octet 3)

Bit

	4
	
	
	

	0
	
	
	even number of identity digits and also when the TMSI/P-TMSI or TMGI and optional MBMS Session Identity is used

	1
	
	
	odd number of identity digits

	

	Identity digits (octet 3 etc)

For the IMSI, IMEI and IMEISV this field is coded using BCD coding. If the number of identity digits is even then bits 5 to 8 of the last octet shall be filled with an end mark coded as "1111".

For Type of identity "No Identity", the Identity digit bits shall be encoded with all 0s and the Length of mobile identity contents parameter shall be set to  one of the following values:

-
“1” if the identification procedure is used (see subclause 9.2.11);

-
“3” if the GMM identification procedure is used (see subclause 9.4.13)

If the mobile identity is the TMSI/P-TMSI then bits 5 to 8 of octet 3 are coded as "1111" and bit 8 of octet4 is the most significant bit and bit 1 of the last octet the least significant bit. The coding of the TMSI/P-TMSI is left open for each administration.

For type of identity "TMGI and optional MBMS Session Identity" the coding of octet 3 etc is as follows:

	

	MCC/MNC indication (octet 3)

Bit

	5
	
	
	

	0
	
	
	MCC/MNC is not present

	1
	
	
	MCC/MNC is  present

	

	MBMS Session Identity indication (octet 3)

Bit

	6
	
	
	

	0
	
	
	MBMS Session Identity is not present

	1
	
	
	MBMS Session Identity is present

	MBMS Service ID (octet 4, 5 and 6)

The contents of the MBMS Service ID field are coded as octets 3 to 5 of the Temporary Mobile Group Identity IE. Bit 8 of octet 3 is the most significant bit and bit 1 of octet 5 the least significant bit. The coding of the MBMS Service ID is the responsibility of each administration. Coding using full hexadecimal representation may be used. The MBMS Service ID consists of 3 octets.

	

	MCC, Mobile country code (octet 6a, octet 6b bits 1 to 4)

The MCC field is coded as in ITU-T Rec. E.212, Annex A.

	

	MNC, Mobile network code (octet 6b bits 5 to 8, octet 6c)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a network operator decides to use only two digits in the MNC, bits 5 to 8 of octet 7 shall be coded as "1111".

The contents of the MCC and MNC digits are coded as octets 6 to 8 of the Temporary Mobile Group Identity IE in Figure 10.5.154/3GPP TS 24.008.

	

	MBMS Session Identity (octet 7)

The MBMS Session Identity field is encoded as the value part of the MBMS Session Identity IE as specified in 3GPP TS 48.018 [86].

	

	NOTE 1:
This can be used in the case when a fill paging message without any valid identity has to be sent on the paging subchannel and when the requested identity is not available at the mobile station during the identity request procedure.


* * * 

10.5.5.15
Routing area identification

The purpose of the routing area identification information element is to provide an unambiguous identification of routing areas within the GPRS coverage area.

The routing area identification is a type 3 information element with 7 octets length.

The routing area identification information element is coded as shown in figure 10.5.130/3GPP TS 24.008 and table 10.5.148/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Routing Area Identification IEI
	octet 1

	MCC digit 2
	MCC digit 1
	octet 2

	MNC digit 3
	MCC digit 3
	octet 3

	MNC digit 2
	MNC digit 1
	octet 4

	LAC
	octet 5

	LAC cont'd
	octet 6

	RAC
	octet 7


Figure 10.5.130/3GPP TS 24.008: Routing area identification information element

Table 10.5.148/3GPP TS 24.008: Routing area identification information element

	MCC, Mobile country code (octet 2 and 3)

The MCC field is coded as in ITU-T Rec. E212, Annex A.

If the RAI is deleted, the MCC and MNC shall take the value from the deleted RAI.

In abnormal cases, the MCC stored in the mobile station can contain elements not in the set {0, 1 ... 9}. In such cases the mobile station should transmit the stored values using full hexadecimal encoding. When receiving such an MCC, the network shall treat the RAI as deleted.

MNC, Mobile network code (octet 3 bits 5 to 8, octet 4)

The coding of this field is the responsibility of each administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. For PCS 1900 for NA, Federal regulation mandates that a 3-digit MNC shall be used. However a network operator may decide to use only two digits in the MNC in the RAI over the radio interface. In this case, bits 5 to 8 of octet 3 shall be coded as "1111". Mobile equipment shall accept RAI coded in such a way.

NOTE 1:
In earlier versions of this protocol, the possibility to use a one digit MNC in RAI was provided on the radio interface. However as this was not used this possibility has been deleted.

NOTE 2:
In earlier versions of this protocol, bits 5 to 8 of octet 3 were coded as "1111". Mobile equipment compliant with these earlier versions of the protocol may be unable to understand the 3-digit MNC format of the RAI, and therefore unable to register on a network broadcasting the RAI in this format.

In abnormal cases, the MNC stored in the mobile station can have:

-
digit 1 or 2 not in the set {0, 1 ... 9}, or

-
digit 3 not in the set {0, 1 ...9, F} hex.

In such cases the mobile station shall transmit the stored values using full hexadecimal encoding. When receiving such an MNC, the network shall treat the RAI as deleted.

The same handling shall apply for the network, if a 3-digit MNC is sent by the mobile station to a network using only a 2-digit MNC.

LAC, Location area code (octet 5 and 6)

In the LAC field bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 the least significant bit.

The coding of the location area code is the responsibility of each administration except that two values are used to mark the LAC, and hence the RAI, as deleted. Coding using full hexadecimal representation may be used. The location area code consists of 2 octets.

If a RAI has to be deleted then all bits of the location area code shall be set to one with the exception of the least significant bit which shall be set to zero. If a SIM/USIM is inserted in a Mobile Equipment with the location area code containing all zeros, then the Mobile Equipment shall recognise this LAC as part of a deleted RAI.

RAC, Routing area code (octet 7)

In the RAC field bit 8 of octet 7 is the most significant. The coding of the routing area code is the responsibility of each administration. Coding using full hexadecimal representation may be used. The routing area code consists of 1 octet.




